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Report on Harmony System Enhancements and Testing

Abstract

The Harmony system, after a first proof-of-concept stage, has evolved to a more stable system. In the last phase of the project, several
enhancements have been done to the system. The first group of enhancements refers to the communication between Harmony and
G’MPLS. In the first prototype of the HG’GW, it did not contain any security module. Consequently, the signaling between the two systems
has been enhanced by means of integrating the security in its functionalities.

Moreover, the Harmony system has been further tested over emulated scenarios in order to study performance and scalability of the
system in real-size scenarios. Thus, WP5 has developed a simulator which enables the system to be simulated in large scale scenarios.
Additionally, the cooperation with the FEDERICA EU FP7 project has been started in order to use their facilities for deploying our system in
an emulated mode and then continue with the performance and scalability tests.

Finally, the Harmony test-bed has undergone a big growth during this last phase of the project. Apart from the domains acting as gateways
towards Internet2/IDC and G’MPLS, there are three new domains integrated into the Harmony test-bed. These domains are controlled by
the Argia/lUCLP Network Resource Provisioning System (NRPS). The domains are Poznan Supercomputing and Networking Centre
(PSNC), University of Essex (UESSEX), and Korea Institute of Science and Technology Information (KISTI).
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o Executive Summary

This deliverable presents the report about the final enhancements done within WP1 software as well as the
extensions of the test-bed. The first section presents the enhancements done in the HG2-GW. The new
gateway enables a more stable communication between Harmony and G*MPLS.

The second section, entitled Emulation and Performance Analysis of the Harmony system over a virtual
network, presents all the executed tests over different infrastructures in order to evaluate performance and
scalability of the Harmony system. The section is divided into three main parts. The first part, includes the
collaboration established and maintained between Harmony and EU FP7 FEDERICA. The second part
presents the collaboration between WP1 and WP5. Also, the simulator developed by WP5 and the simulation
scenarios tested are presented. Finally, this section ends with a list of the publications relevant to the Harmony
system and resulted from this work.

The third section, presents the extensions done to the Harmony test-bed in the last period of the project. These
include extensions done in Poland (PSNC), United Kingdom (University of ESSEX), and Korea (KISTI). The
local topology of each test-bed and the resources involved in the test-bed are depicted. The inter-domain
connections done in order to add these new domains in the whole Harmony test-bed are also explained.

Finally, last section presents the conclusion of the document, taking into account all the previous sections.
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1 Enhancements on the Harmony-to-
G°MPLS Signaling

Harmony-GZMPLS interoperation has been further enhanced by integrating security support to its
functionalities. These enhancements have been achieved by extending HG’GW ([Phosphorus-D1.7],
[Phosphorus-D2.9]) which translates requests from Harmony to G°MPLs and vice versa. Moreover further tests
for the preparation of the public demonstration performed in TNC09 have been carried out, helping to optimize
the system for faster and more reliable performance.

1.1 Reservation operations

The transport of security parameters between Harmony and G’MPLS is made within the reservation operations
of the Reservation WS implemented in the HG*GW. Two new security parameters have been added to some of
the Reservation WS methods, the Global Reservation Identifier (GRI) and a security Token, as follows:

e createReservation/createReservationResponse
e getReservation

e getStatus

e cancelReservation

The GRI and Token parameters are parsed and forwarded to G®MPLS where they are processed and
validated. Since HGGW is carrying transparently this parameters from one domain to the other, details about
the usage of the security operations within each system is out of scope for this deliverable.

HGGW has also been optimized for the interoperation between Harmony and G*MPLS by removing from the
Reservation WS the operations that were not supported by G°MPLS and leaving the basic methods useful to
establish and cancel connection reservations.
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1.2 Topology/Routing operations

The topology/routing operations in both Harmony and G*MPLS use different mechanisms to exchange topology
information about their domains, as explained in Phosphorus-D1.7 and Phosphorus-D2.9. The Harmony-to-
G’MPLS exchange of topology information uses a two-step message protocol.

The method used by Harmony for topology exchange is the addOrEditDomain method. This operation contains
all the information related to one domain (domain name, inter-domain links, endpoints). This is also the method
which is used by the distinct peer domains in the Network Service Plane for exchanging their respective
information.

The communication between Harmony and the HG?-GW is done through one adapter under the control of the
Harmony main Inter-domain broker. This adapter is responsible for forwarding the requests from Harmony
towards the HG*GW.

1.3 Demonstration at TNC 09 and conclusions

The inter-operability between Harmony and G*MPLS was demonstrated at TERENA Networking Conference
09'. The demonstration involved several domains controlled by its own provisioning system. Specifically, CRC
and i2CAT domains used Argia (Harmony) and PSNC domain used G’MPLS. The demonstration aimed to
show the inter-operability of the developments done by WP1 and WP2, as well as show how both can deal with
heterogeneous, multi-domain, and multi-vendor realistic scenarios. Next figure shows the test-bed map used
for this demonstration.

! http://tnc2009.terena.org/schedule/meetings/index.php?event_id=1
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Figure 1.1: WP1-WP2 joint demo test-bed map
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> Emulation and Performance Analysis of
the Harmony System over a Virtual Network

This section of the deliverable, reports on the efforts done during the last phase of the project in order to further
test the Harmony system. Due to the real test-bed constraints, in terms of physical equipment limitation and
also availability of limited number of domains, the tendency for these tests has consisted of emulating or
simulating the test-bed topologies. Thus, the first section presents the collaboration work done between WP1
and WP5. As a main output of this collaboration, we can mention the simulator environment developed by WP5
members with the inputs from WP1 members.

Next section presents the collaboration started between EU FP7 FEDERICA project and WP1. At the time of
writing the document, the collaboration has not started. However, the memorandum of understanding between
the two projects has been signed. Currently, we are waiting for an official notification of the FEDERICA User
Policy Board. Finally, this chapter of the deliverable references the publications related to the Harmony system
resulted from work in this last phase of the project. These publications also include some performance and
scalability analysis done over a virtual test-bed.

21 Harmony-WPS5 Collaboration

WP5 is responsible for the supporting studiest o t he ot her WP®&s i n The man pBrposes phor |
of the activities in WP5 consists of the design and evaluation of innovative architectures and algorithms to

efficiently manage optical Grid infrastructures. This work is essential because it allows to effectively test

interesting alternatives with short turn-around times. The Harmony i WP5 collaboration can be situated within

these supporting studies activities.

The main objective of the collaboration between WP1 and WP5 is to build a simulation environment to evaluate
the different architectural approaches of the Network Service Plane in Harmony. Thus, the results of the
simulations executed by WP5 aim to assess the performance and scalability of the service plane as well as to
determine which architecture performs optimally under different scenarios.
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As the prototype and test-bed infrastructure is quite limited for extensive evaluation of the Harmony service
plane, WP5 has built a simulation environment that is able to simulate much larger topologies to allow
performance evaluation under realistic circumstances. Also, simulation allows a wide range of service and
control algorithms to be rapidly tested under various network and traffic conditions. As such, the main purpose
of this collaboration is to provide feedback to the Harmony designers and developers about the high-level and
large-scale behavior of their software stack through simulation analysis.

2.1.1  Simulator

The simulator was built using the Python programming language. As our aim was to use discrete event
simulation (DES), we selected the SimPy library that offers an object-oriented and process-based DES
language. The fundamental entity of the simulator is the Resource object provided by the SimPy package,
which simulates a queuing system and corresponds to an IDB in the Harmony system.

Furthermore, to incorporate features for the creation, manipulation and study of complex networks, we required
an additional Python library. For this, we selected the NetworkX package for its advanced support in network
generation capabilities and various network algorithms such as routing and topology evaluation. In particular,
the NetworkX package was used for random graph generation using the Barabasi-Albert preferential
attachment model. Also routing functions and extraction of various topology parameters were extensively used.

The simulator itself makes a distinction between the three basic architectural approaches, more specifically:
e Centralized: a single IDB functions as point of entry, and has a direct connection to all HNAs.

e Hierarchical: multiple levels of IDBs are assembled in a tree structure. Each IDB can function as point
of entry, but only the leaf nodes in the tree can directly control the HNAs. Thus, when a connection
request arrives at a point of entry that is not in direct or indirect control of the relevant HNAs, the
request is propagated upwards in the tree until an IDB is found that has indirect control of all HNAs that
are part of the connection request. Refer to D1.4 for the full description on how the hierarchical
approach functions.

o Distributed: Each HNA has a single IDB that it controls directly; while the IDB network is assumed to be
a full mesh (other scenarios are studies in D5.5 addendum).

Further explanation is required for the hierarchical approach, as it is not directly obvious how to construct the
tree structure on top of the HNA network. For this, we chose an easily implementable technique for which we
cannot prove any optimality properties. On the contrary, our results indicate that the technique can be easily
parameterized and this may lead to large variations in the behavior of the system, ultimately implying that the
construction of such an IDB hierarchy corresponds to an optimization problem. Our proposed algorithm is
based on the grouping degree, which indicates how many lower level entities will be controlled by an upper
l evel | DB. More specifically, we start from the HNA ne
exact number of HNA nodes that correspond to the gro
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controlled by an additional IDB.We r epeat this process for the | DB that
on higher levels until a single root IDB is created.

For more details with regard to the design and implementation of this simulation environment, refer to
Deliverable D5.9 Extended Simulation Environment, and the addendum to Deliverable D5.5 Recommendations
for Control Plane Design.

2.1.2 Simulated scenarios

In this deliverable, we will only show results from a single scenario to demonstrate the validity of our simulation
environment, and sketch some preliminary conclusions with respect to the scalability behavior of various
approaches. More specifically, we will discuss how the average duration of a connection request effects
different Harmony architectures.

Analysis of a working Harmony IDB controller implementation has shown that the processing time for a
forwarded request is 20 ms, while a request that must be processed (leading to individual HNA reservations)
has a duration of 25 ms. Likewise, the response time of a HNA controller is 7 ms.

We generated a random 100 node HNA network, using the Barabasi-Albert preferential attachment model. The
Barabasi-Albert parameter, which corresponds to the number of edges that are attached from a new node to an
existing node, was configured to 3. This led to an average degree of 5.58 for the HNA network (other degrees
of meshedness are studied in D5.5 addendum).

The arrival process is the typical Poisson process, i.e. with exponentially distributed inter-arrival times. The
point of entry IDB ischo s e n random |l eading to a uniform traffic pa
HNAO6 s h axwame érst-erve mlicy,

Furthermore, the grouping degree in the hierarchical approach was varied to study its influence on the
scalability properties. For the given network size of 100 nodes, we chose grouping degrees of 2, 5, 10, 25 and
50.
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2.1.3 Preliminary results

[y
o

=& Centralized

= Hierarchical (degree 2)
== Hierarchical (degree 5)
T =>&=Hierarchical (degree 10)
— =¥=Hierarchical (degree 25)

— Hierarchical (degree 50)
— =@®-Distributed

Average request duration (sec)
o = [wS] w = 4y} (=} ~1 s} [s]

0 10 20 30 40 50

Requests / second

Figure 2.1: Scalability of average request duration for different Harmony architectures

Figure 2.1 shows the average request duration for various Harmony architectures. A number of interesting
conclusions can be drawn from this figure. First, every architecture has a certain arrival rate (requests per
second) at which the average duration increases very quickly. This is the point where the system becomes
unstable as more arrivals are generated than the system can process. Obviously, this should be avoided at all
cost, and this point is highly dependent on the arrival pattern (care must be taken for non-uniform loads as this
may overload only certain parts of the system), the architecture, the processing speed of the IDB/HNAs (more
efficient implementation can improve scalability), and other parameters.

It is also clear that the hierarchical system only performs better than the centralized under certain
circumstances (i.e. grouping degrees 10 and 50 lead to similar or better performance, the other grouping

degrees lead to much worse behaviour). This implies that the proposed algorithm for building the hierarchy of

| DB6s can be further improved. As such, this problem w
intensive coll aboration with Harmonyo6s designers.

Finally, it can also be observed that the distributed system does not show an apparent instable point. However,
this is mainly for clarity reasons, as we have seen (and we can also predict) that the distributed scenario
becomes overloaded for an arrival rate over 220 requests per second: more than 5 times most other
architectures can handle.
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For more details we refer to the addendum to the Deliverable D5.5, which was released at the end of the
Phosphorus project by WP5 partners.

2.1.4 Conclusion

In this section, we described our simulation environment that was created to study scalability issues of the
Harmony service plane solution. More specifically, we implemented a simulator that incorporates the different
architectural approaches: centralized, hierarchical and distributed. We demonstrated some results related to
the average process duration of a connectivity request, and showed the existence of large variations in the
behavior of the various architectures.

22 Harmony-FEDERICA Collaboration

As a result from the Harmony-WP5 collaboration efforts, the need for further and wider performance validation
of the Harmony system arose. Phosphorus-WP1 has had very few hardware resources for simulations and
stress/performance evaluation of the Harmony system, rather than those committed by Phosphorus-WP1 and
Phosphorus-WP5 partners. It was considered that a Phosphorus-FEDERICA collaboration initiative would be
an excellent framework for achieving both projectsé go:

On the one hand, Phosphorus-WP1 will be provided the computing facilities needed for running stress tests
and performance analysis of the Harmony system over a wide scenario, with a high amount of IDB, HNA and
NRPS entities inter-working each other, following the several models studied in WP1. This testing scenario can
be provided in a FEDERICA slice, as a set of computing resources (virtual machines, from now on VM) and a
normal IP connectivity among them.

On the other hand, FEDERICA project will get a real user that is interested in using its virtualization capabilities.
This way, FEDERICA project will be able to test both its administrative procedures for giving a virtualized slice
of its test-bed to users and, at the same time, test the stability and performance of its appliances, both software
and hardware.

In the date of writing of this document, collaboration has not started yet, since the responsible members of the
User Policy Board in Federica project have not yet given a formal acceptance of the Phosphorus project as a
Federica User, although non-formal notification has been received.

2.3 Related Publications

There have been four publications in different conferences that presented the Harmony system and its
capabilities to the community. Two of these publications aim to make a performance and scalability analysis
respectively of the brokering system. Moreover, once the tests over FEDERICA test-bed finish, there is the
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possibility of writing a joint publicati-Bapdret weéenF &P

A. Willner) and WP5 members (M. de Leenheer). This joint publication will introduce the tests done over
FEDERICA infrastructure, the simulator developed, and the comparison of the results obtained as well as the
comparison with the results already obtained in the analysis done by WP1 members.

[1] S. Figuerola, J. A. Garcia-Espin, J. Ferrer, and A. Willner. Scalability analysis and evaluation of the
multi-domain, optical network service plane in Harmony. In Published on the 35th European Conference and
Exhibition on Optical Communication, Austria Center Vienna, Austria, 9 2009.

[2] S. Figuerola, J. A. Garcia-Espin, J. Ferrer, and A. Willner. Performance analysis of harmony: An
optical, multi-domain network resource broker. In to be published on the 11th International Conference on
Transparent Optical Networks, June 2009.

[3] A. Willner, C. Barz, J. Garcia Espin, J. Ferrer, S. Figuerola, and P. Martini. Harmony: Advance
reservations in heterogeneous multi-domain environments. In Proceedings of the 8th IFIP Networking
conference, Springerf6s LNCS, 5 20009.

[ 4] S. Figuerkslpg,n,J . JA. FGameaag H. Zhang, and M.
the Grid: Functionalities and Services in Harmony. Invited paper. GridNets 2009. To be published.
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s Extension of the Harmony test-bed to
Korea, Poland and United Kingdom

During the last phase of the PHOSPHORUS project, the Harmony test-bed has grown by integrating new
domains. These new domains in the Harmony test-bed contribute in demonstrating the multi-technology, multi-
vendor capabilities of the Harmony system, since each involved domain composed of different physical
equipments. The domains added are Poznan Supercomputing and Networking Centre (PSNC), University of
Essex (UESSEX), and Korea Institute of Science and Technology Information (KISTI).

3.1 Harmony in PSNC (Poland)

The Harmony/Argia domain was installed in PSNC at the end of 2008 in order to interconnect Uessex
Harmony/Argia domain with 12cat Harmony/Argia domain. The Argia system and Argia-to-Harmony adapter
was deployed using two OS systems running within PSNC VMware ESXi virtualization platform.

3.1.1 Local test-bed

In PSNC, the Harmony system with Argia was installed to manage the Calient DiamondWave FiberConnect
fiber switch device. The Calient DiamondWave FiberConnect was divided to four independent sections to
establish four virtual FSC switches as presented on Figure 3.1. The three of them were used for G°MPLS
purposes (Calientl, Calient2, Calient4). The Calient3 virtual switch was managed by Argia system. The Argia
was managing only two Calient ports:

e Port2.1.1towardsi2ZCATdomai n via VLAN 638 over GEANT2 net wor k,
e Port2.1.2towards UESSEXdomain via VLAN 604 over GEANT2 net wor |
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Figure 3.1: Configuration and Transport Plane connectivity of PSNC Calient fiber switch device

Very simple PSNC Argia domain topology perspective is shown on Figure 3.2. It is composed only of two
border endpoints (belong to PSNC 10.1.1.x endpoints space):

e 10.1.1.1 towards i2CAT domain,
e 10.1.1.2 towards UESSEX domain.

Figure 3.2: Harmony configuration for PSNC Argia domain
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